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SOPHIE CHARARA

t’s complicated, expensive and

will probably take twice as long

as planned. But implementing

the internet of things (IoT) in
business is a wonderful and worth-
while adventure.

Rather than just admit it’s difficult
for big businesses and small enter-
prises alike, it’s worth digging into
just what exactly the IoT challenges
are, how they’re slowing down adop-
tion and whether unrealistic expec-
tations play a role.

Firstly, connecting devices and
operations takes time, lots of it,
and it’s a very common hurdle to
overcome. The quip about it taking
two times longer? That’s based on
research firm Gartner’s estimates
that in 2018, 75 per cent of IoT pro-
jects will take up to twice as long as
originally planned.

Rainer Schroeder, chief sales
officer at Nexiot, which delivers an
end-to-end, sensor and software
solution for freight logistics and
supply chain management, says:
“The pure rollout of IoT sensors
takes two to five years. Especially in
the beginning, when only a limited
amount of assets are equipped with
IoT sensors, there are very limited
benefits. Projects with a two-to-five-
year horizon aren’t sexy.”

Next, the cost. IoT deployments
can involve costs of between $10
and $50 a sensor, with mounting
prices and Mr Schroeder estimates
that most large-scale environments
require budgets of $1 million or
above for IoT projects. Such budg-
ets require executive approval and
this involves an entirely different
set of IoT challenges, notably the
lack of expertise and confidence
among business executives and
board members when it comes to
complex deployments of machine or
IoT technologies.

“Challenges can be multi-fold,
from not knowing where to start,
to lack of internal expertise and
resource, and the complexities of
driving deployments securely,” says
Rob Sheppard, UK IoT director for
Intel. Mr Sheppard adds that IoT is
now increasingly a board-level dis-
cussion and there is probably an
over-emphasis at this level on bot-
tom-line operational cost-savings.

It’s a sentiment echoed elsewhere
when discussing common IoT chal-
lenges. According to Telefonica,
because IoT is still a new concept to
many businesses, teams “often see
uncertainty among business leaders

implementation can be slow and challenging

when implementing new techni-
cal architecture, especially when
supporting large-scale business
transformation”.

There are a number of reasons
for this including the expecta-
tions of business leaders. Sanjaya
Ranasinghe, director of product in
Europe for WiredScore, the com-
pany behind the international
digital connectivity rating Wired
Certification, says the speed of the
consumer market may play a part.
“Most IoT user experience is from
smart-home tools such as those from
Google, Nest and Amazon,” he says.
“Enabling these forms of automa-
tions and integration in the corpo-
rate environment is not the same.”

What binds all these different
IoT challenges together is the scale
of transformation IoT can have
on business operations. It’s com-
plex, costly and long term, and so
requires a sometimes decades-long
strategy and much expertise to
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make it successful. That’s where
proof of concepts, trials, standards
and case studies come in.

Nexiot’s Mr Schroeder says the
whole industry needs to work on
case studies and benchmarks on
how IoT deployments can generate
benefits. In the freight sector, for
instance, the Technical Innovation
Circle for Rail Freight Transport in
Europe has created a resource for
rail freight operators to calculate
the benefits before implementation.

“We’ve found that many compa-
nies are approaching integration
by enabling new business models
based on various new factors, such
as connectivity, apps, security, big
data and artificial intelligence,”
according to Telefonica. “Most cus-
tomers will start with a proof of
concept or trial of our O2 Smart
Compliance Solution.”

This productivity and compli-
ance product is designed to be flex-
ible and assist businesses in the

Most significant barriers limiting adoption of loT

and analytics solutions

Percentage of companies that have experienced the following barriers
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digital management of processes
and compliance with real-time
insights, bespoke to each loca-
tion. One example of a case study is
ScotRail which, Telefonica reports,
was able to meet the Department of
Transport’s complex and demand-
ing legislation criteria as a result of
the implementation.

While IoT challenges for enter-
prise are largely separate to con-
sumer smart-home tech, the one
similarity is concerns of privacy
and security remain. “The key to
addressing both is a proactive rather
than reactive approach to these
matters,” says WiredScore’s Mr
Ranasinghe. “Developing policies
for both these matters, for all new
IoT devices under consideration to
be tested against, will maintain the
integrity of the network and ensure
user expectations are maintained.”

It’s a problem that the whole IoT
industry is working to address. “IoT
sensors generate tons of data,” says
Mr Schroeder. “Every IoT project
thus collides with data privacy con-
cerns: ‘Is my data secure or can my
competitor do espionage? Who owns
the data? Am I allowed to track an
asset or does this tracking indirectly
also track human beings, for exam-
ple the truck driver?’”

Intel’s Security Essentials and
Service Onboard were built specifi-
cally to enable security profession-
als to protect the platform and data
it generates, essentially acknowl-
edging how much of a barrier this
issue of trust in the technology can
be in enterprise.

“With the number of connected
devices set to reach 26 billion by
2020, the number of potential
attack points is staggering,” says Mr
Sheppard. Intel has also been work-
ing with Sogeti High Tech, a subsid-
iary of Capgemini, on an end-to-end
solution of hardware and software
that is pre-validated for interoper-
ability. “They secure the entire IoT
ecosystem, from edge to cloud and
offer a path to IoT security accredi-
tation,” he says.

So when it comes to rolling out IoT
enterprise-wide, there are almost as
many strategies as challenges. Some
companies trial ideas with existing
operational staff, others bring in
third-party integrators to define the
deployment from proof of concept.

“Every IoT integration project is
a new one, as standards and stand-
ardised interfaces are rare,” says
Mr Schroeder. “IoT integration thus
needs human labour, great data sci-
entists and time.” ¢
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SECURITY STARTUPS

‘Top startups
to watch in
the New Year

Exciting new tech companies are innovating
to make the internet of things more secure.

Here are five to watch

DAVEY WINDER

Crypto Quantique

Crypto Quantique is quite literally
redefining the concept of inter-
net of things (IoT) security by
introducing quantum computing.
This UK company has developed
the world’s first quantum-driven
secure chip on silicon. The Crypto
Quantique chip can be integrated
as part of the development pro-
cess or retrofitted into any con-
nected device. “It has been devel-
oped using the most advanced
techniques in cryptography and
quantum physic, which means
each chip is unique to every device
and unclonable,” says company
co-founder Shahram Mossayebi.
“Of course, he won’t say it is
unhackable, but it’s certainly

Ultimo Digital
Technologies

Ultimo  Digital Technologies
(UDT) is developing a block-
chain-enabled ecosystem that
aims to trace and authenticate IoT
data. The Sydney-based startup
has created the Ubique Chain of
Things (UCOT) “to disrupt a tril-
lion-dollar global supply chain
economy”. By combining the cut-
ting-edge technologies of 5G nar-
rowband telecommunications
infrastructure and blockchain
to track every step of the supply

as near to it as anything can be.
Today, millions of devices are
sent to facilities around the world
to have secret keys ‘injected’ into
them. Our product completely elim-
inates this huge cost and security
overhead, and establishes a root of
trust in a way that nothing else avail-
able today can.” Here’s the scien-
tific bit: each chip can generate large
numbers of unique and tamper-evi-
dent cryptographic keys by harness-
ing quantum processes in nano-de-
vices. This eliminates that need for
secure key storage on the device as
the keys can be retrieved on demand.
What’s more, this chip is meant to
be foundational, so the problem of
IoT security being a bolt-on for leg-
acy products could become a thing of
the past. “This kills the ‘feature func-
tion’ conversation in IoT security,”
says Dr Mossayebi.

chain, UDT aims to prevent the
sale of counterfeit products. This
is of concern to its Chinese back-
ers as fake baby formula milk has
become a life-and-death problem
in China. As UDT says, UCOT will
enable “manufacturers to monitor
their products’ journey from the
factory floor right into consum-
ers’ hands”. Of course, component
and supply chain tracking itself
is nothing new, but a system that
requires no third-party scanning at
any point certainly is. UCOT works
by embedding microchip “labels”
with their data securely stored in

Karamba

Karamba has taken a sideways
look at IoT security by looking at
one of the 'things' that we trust to
be secure but often isn't: the auto-
mobile. Yes, that's right, vehicles
are not only increasingly part of
the IoT ecosystem but come with
myriad IoT technologies built-in.
Connected cars are changing what
we expect from our vehicles, but as
numerous high-profile hacks have
exposed this often comes with
insecurity as the factory default.
Israeli start-up Karamba decided
to change this by sealing the elec-
tronic control unit (ECU), the
brains of a connected car, to fac-
tory settings that cannot be tam-
pered with. "Karamba Security’s
software automatically hardens
10T devices according to factory
settings" David Barzilai, chair-
man and co-founder explains,
continuing "the software is inte-
grated as part of the IoT device
software creation process." So,
without requiring any developer
cooperation, it automatically
extracts factory settings from the
device binary code and is embed-
ded seamlessly into the device’s
software. "In runtime, when a
deviation from factory settings,
a cyberattack, is detected then
Karamba’s software prevents the
attack" Barzilai says, adding that
with this software "IoT devices do
not rely on costly, cumbersome to
deploy, updates. Utilising sub 5%
overhead, the software hardens
the devices without requiring any
hardware or software changes." Of
course, this same technology can
work outside the vehicle space and
in most any IoT infrastructure.

the blockchain. What this means is
the data cannot then be forged, so
product integrity is maintained. It
also means this kind of technology
could see UDT become a big player
in IoT security as a blockchain-em-
bedded chip within IoT devices
would negate the risk of distrib-
uted denial of service, or DDoS,
attacks that have become preva-
lent. With no central system vul-
nerable to attack, the DDoS threat
becomes impotent.
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Iotic

Iotic helps make dumb machines
smart by creating intelligent digi-
tal twins of connected IoT devices
and the wider data estate using a
cloud-hosted middleware space.
Last year, Gartner heralded digital
twins as a top-ten strategic tech-
nology trend. What they deliver
is something often regarded as
impossible: IoT security cou-
pled with open interoperabil-
ity. Imagine different platforms,
services, networks and devices
securely interrelating with public
and private third-party sources.
Robin Brattel, Iotic’s chief execu-
tive, explains that this patented
technology “enables secure pro-
grammatic interoperability of
data and controls for interac-
tions across organisations, supply
chains and silos”. Unsurprisingly,

MagicCube

MagicCube co-founder and chief
executive Sam Shawki, a former
global head of remote payments
with Visa, pondered why IoT trans-
actions couldn’tbe as secure as your
phone. Applications for everything
from driverless cars to medical
devices face the same fundamen-
tal problem: they’re for IoT devices
that can’t be secured using legacy
technology. He understood that
the common methods of securing
mobile transactions, such as secure
elements, using a programmable
SIM or trusted execution environ-
ments on the processor itself, offer
high degrees of security, but nei-
ther are suitable for an IoT security
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it is garnering support in the high-
value manufacturing and con-
struction sectors. “It is the dig-
ital twins that interrelate, with
actual devices, data sources and
equipment never exposed,” says
Mr Brattel. “These interactions
are securely brokered with gran-
ular access control; the source or
control is always in charge adap-
tively choosing when and to whom
they are visible.” What this means
is that by using an intelligent
abstraction layer, Iotic can over-
come the well-documented chal-
lenges of IoT security that have led
to the creation of data siloes and
vertical technology stacks that pre-
viously limited return on invest-
ment. “Our technology is being
adopted by market-leading global
enterprises to achieve the impos-
sible,” Mr Brattel concludes. These
abstracted digital twins become
a single source of truth, enabling
solutions from simulation mod-
els to reality and minimum viable
product to scale.

implementation. “IoT devices are
more diverse than mobile phones,”
Mr Shawki explains. “Most IoT
devices don’t have SIM cards or
security chips, either for cost rea-
sons, form factor or due to the com-
plexity of hardware security.” This
is where MagicCube steps in by vir-
tualising the function of such hard-
ware and creating a virtual vault
that can practically reside in any
IoT device regardless of its maker.
“The disruption will be massive as
is always the case when hardware is
successfully replaced,” Mr Shawki
insists. “Suddenly, securing IoT
becomes downloadable, remotely
upgradable and instantly deploya-
ble.” If MagicCube succeeds in this,
it could shake the sectorin the same
way Netflix did with the video tape
rental market. Indeed, IoT security
could face the same Kodak moment
that happened when a camera
became just an app. ¢

Commercial feature

Connectivity crucial
to human productivi
as offices get smart

With smart buildings and intelligent offices on the horizon, digital
connectivity has some catching up to do before it can truly enable
workspaces of the future

n arapidly evolving digital economy

where technology is increasingly

central to operations, fast and reli-

able connectivity is the lifeblood
of modern business. The widespread
transition to cloud-based applica-
tions, smart devices and flexible
workspaces has made digital connec-
tivity vital in enabling employees to
be more productive.

However, a recent study of busi-
ness leaders by WiredScore has
highlighted the large discrepancies
between what companies expect
from their office building’s digital
connectivity and what they get. While
the vast majority (97 per cent) said
quality of internet and mobile con-
nection was important when choos-
ing an office space, six in ten expe-
rienced connectivity problems on a
monthly basis.

As the company behind the interna-
tional Wired Certification standard,
WiredScore is playing an important
role in improving the UK’s internet
infrastructure through its ability to
evaluate a building’s digital connec-
tivity and technological capacity. Its
measurement focuses on four com-
ponents that tenants require from
an office space: to get set up straight
away, pay an appropriate price for the
speed they want, ensure optimum
mobile experience and reassurance
that the internet will not go down.

“"We used to sip data, now we gulp
it,” says William Newton, president
and Europe, Middle East and Africa
managing director at WiredScore.
“That’s resulted in a changing set of
requirements for businesses which
the property world hasn’t kept up
with. It hasn’t understood the semi-
nal importance of digital connectiv-
ity in enabling business today. Having
problems with office connectivity
every month isn’t acceptable, par-
ticularly with Gartner estimating

Having problems
with office
connectivity every
month just isn’t
acceptable for a
modern economy

the average cost to a business of
just one hour’s internet downtime
is $300,000.”

WiredScore launched Wired
Certification in partnership with
the City of New York in 2013, with
endorsement from mayor Michael
Bloomberg. Following success in the
United States, it launched its service
in the UK in 2015 after winning the
Greater London Authority’s tender
to be the official Mayor of London’s
Digital Connectivity Rating Scheme.
Since then, demand has seen the
company also expand operations to
France, Ireland, Germany and Canada.

As a result of recommendations
from WiredScore, 68 per cent of
certified buildings have better dig-
ital connectivity. More than five mil-
lion people globally now work in over
1,700 buildings undergoing Wired
Certification, occupied by ten-
ants who can be totally confident
that their employees have the tools
and connectivity to work to their
maximum potential.

“"Many of the landlords and build-
ings that WiredScore works with offer
a best-in-class connectivity expe-
rience,” says Mr Newton. “However,
with proper guidance, any office
building has the ability to improve the
connectivity experience for its ten-
ants, as long as landlords are willing to
prioritise connectivity from the initial
stages of development and across the
building’s life cycle.

“Wired Certification empowers
landlords and developers to under-
stand and implement the highest
levels of digital infrastructure into
their developments and refurbish-
ments from the earliest possible
design stage. It also allows them to
understand the digital infrastructure
of existing assets and prevent obso-
lescence and reduce risk”.

The need for access to strong dig-
ital connectivity is only set to grow
further as cities seek to introduce
more smart buildings and intelli-
gent office space, driven by the vast
amounts of data at their disposal.
But while the UK is already trialing 5G
networks, many buildings are still far
from being able to enable the super-
fast speeds needed.

Smart buildings use sensor technol-
ogy to collect information about the
inner workings of their infrastructure.

70 St Mary Axe, London:
a Wired Certified
Platinum building

The information is shared between
systems to optimise each building’s
performance and then actioned to
create truly intelligent offices that
enable humans to work in the most
efficient way.

“We are already seeing office space
integrating deeply with building sys-
tems to drive the development of the
intelligent office as more and more
employers look to embrace the inter-
net of things to increase produc-
tivity and talent retention,” says Mr
Newton. “Buildings will be user-expe-
rience focused, becoming more than
just a workplace or home.

“Landlords will become brands
people want to associate them-
selves with based on the amenities
and community that will form around
their developments. Future build-
ings will see seamless integration
with the built environment as digital
technology drives the world around
us. All this will need to be enabled by
great connectivity.”

For more information please visit
wiredscore.com
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With enterprise spending on the internet of t
and analytics expected to explode in the com
years, the future looks bright for the industry.
While many issues are still standing in the way
of adoption, such as concerns over security a
integration, this infographic looks at the bene

O being realised by the early adopters and what
those on the fence can learn

Top benefits of loT adoption

Percentage of adopters reporting benefits only

Better collection of accurate data/business insights

Reduced costs

Improved employee productivity

Increased revenue

Enhanced customer/user experience

Increased competitiveness in the market

Increased sustainability

Improved asset utilisation

Improved consistency of servicing/delivery across all markets

Improved brand differentiation

Ability to comply with regulatory/legislative requirements

Generation of new revenue streams
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It’s time for
execs to
take notice

Edge computing looks set to
transform organisations across
the public and private sectors

nited Airlines person-
nel at the departure gate,
on the runway and in the
plane have critical flight
information at their fingertips.
Medical professionals can use a vir-
tual reality headset and tablet to
assess and monitor brain impair-
ment in athletes and soldiers using
SyncThink’s EYE-SYNC platform.
Soon, a fleet of autonomous vehi-
cles will be able to share data on
road and traffic conditions, and
update their journeys accordingly.
The common thread in all these
examples is edge computing.
Defined by research firm Gartner
as products that facilitate data pro-
cessing at or near the source of data
generation, Ed Fowler, vice presi-
dent and head of digital engineer-
ing services in Europe, the Middle

East and Africa at Virtusa, says
businesses should care about the
concept. Why? The speed of results
from edge-compute applications is
vastly higher than traditional archi-
tectures and this can result in reve-
nue-making opportunities, cost effi-
ciencies and better services.

But do C-suite executives really
care about edge computing? And
is it really making its mark in busi-
ness. According to a survey of 450 IT
leaders, conducted this summer by
Vanson Bourne and commissioned
by Couchbase, edge computing is
already being used or will be in the
near future by 14 per cent of respond-
ents. In fact, 10 per cent say they will
use the technology within the next
six months, nearly a quarter (24 per
cent) say they will within a year and
31 per cent aim to adopt edge comput-
ing within five years.

The Couchbase research echoes
the prediction from Gartner of huge

growth in edge computing. Earlier
this year, Gartner said only 10 per
cent of enterprise-generated data is
created and processed outside a tra-
ditional centralised datacentre or
cloud. By 2022, it predicts this figure
will reach 75 per cent.

So what is so special about edge
computing that it can spur such
growth in a short time? According
to Marco Argenti, vice president of
IoT at Amazon Web Services (AWS),
there are three “laws” which call for
edge computing.

“One is the law of physics where
sometimes you need latency which is
short; for example, moving a robotic
arm or triggering an alert and need-
ing to react instantly and there is no
physical time to go back to the cloud,
and for that you need to be able to act
on data locally,” he says.

The second law is of economics
where it might not be economical to
transfer all the data on the edge to the
cloud and therefore it might be better
to pre-process it locally.

The third is the “law of the land”,
in which a business might have par-
ticular requirements whereby cer-
tain data needs to stay local, such
as regulation.

There are numerous examples of
companies using edge computing
already. Guitar maker Fender has
used AWS products to align wood
when it builds a guitar so that if the
grain expands or contracts it doesn’t
break the instrument. Japanese
design and engineering firm Yanmar
uses AWS Greengrass ML Inference
for image recognition intelligence
at the growth stage of plants inside
greenhouses, so it can automatically
react to dispense water or fertiliser at
the right times.

Retail is another industry that
could look to benefit from edge com-
puting in a different way as busi-
nesses wouldn’t need to send all
data back and forth between a store
and datacentre. River Island head
of architecture Charles Wilkinson
explains there is an interest to use the
technology to build out richer experi-
ences in-store.

“There’s only so much you can do
over a 1 megabit connection. With
some of the challenges that apply
to the retail estate, where you have
quite a few systems running and
stores that have flaky internet con-
nections, there are some interesting
things we can do,” he says.

Healthcare is perhaps the most
interesting area where edge comput-
ing could make a difference.

“Edge allows you to manage your
connectivity and disperse process-
ing closer to where the data actually
is. In the blurring of what you need
in your network, compute and appli-
cation space, edge is a natural evolu-
tion as you’re trying to optimise one
portion of your stack in the network
by providing more localised services
for your application or compute,”
says GE Healthcare chief technology
officer Aaron Thomann, adding that
edge is definitely an area the com-
pany is focused on.

Richard Corbridge, chief infor-
mation officer of Leeds Teaching
Hospitals NHS Trust, believes that
moving the initial analysis of clini-
cal information to edge computing is
crucial for healthcare organisations
that truly want to benefit from going
digital and is the answer to many dig-
ital healthcare problems.

“We have a basic pilot of edge com-
pute underway; in the renal ward
of our hospital we collect data from
IoT devices that are monitoring
patients, we transfer this informa-
tion directly into the trust’s elec-
tronic health record (EHR) from
bedside, with the authentication
of clinical staff to the IoT devices
through proximity cards, and then
again at the ‘head of the bed” EHR
unit,” says Mr Corbridge.

“The edge element allows national
early-warning scores (NEWS) for
patient care to be analysed, com-
pared to the information during the
length of stay of the patient and,
where necessary, alerts or tasks
are created.”

And this is having a positive
impact; in 2018 the organisa-
tion had collected almost 1.6 mil-
lion NEWS scores by the end of
November and these created auto-
matic actionable information for
clinicians to act upon.

Edge allows you

to manage your
connectivity and
disperse processing
closer to where the
data actually is

Inthe future, Mr Corbridge hopes
the organisation will be able to use
edge compute and machine-learn-
ing to consider environmental fac-
tors such as road traffic density,
air quality, weather, school holi-
days and other open data sets. The
compute power will apply these
factors to the healthcare data
collected at the point of admis-
sion, enabling a date to be set
when the patient should expect to
be discharged.

“This will enable the whole system
to plan towards a date that is built
from 15 years of experience, but con-
tinues to learn and apply new envi-
ronmental factors,” he says.

Without doubt, there’s movement
from businesses in all sectors to con-
sider and use edge computing. It’s
time for C-level executives to sit up
and take notice, especially the 15 per
cent who believe it’s impossible to tell
when they’ll be using it.

Survey of digital and technology leaders

@ It's impossible to tell

Within six months
6%
Average 7 31%
5%
United States — B34 25%

o

5%
France —— V34 36%

5%

Germany

Within ten years

Within five years Within a year

@ We're already using this technology
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24% 10% //7

i
5%

32% 15%

28% 1%
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Commercial feature

Perfecting loT
operational
management

Management is the biggest challenge
of the internet of things, but new tools

are here to address it

nce considered a hyped-up

novelty, loT has now become

a transformational force

in the world of business,
estimated to be worth $619 billion by
2026. From innovative new startups
to major conglomerates, companies
of all sizes are searching for ways to
take advantage of the opportunities
unlocked by loT.

For example, by connecting a product,
businesses can transition from being just
a pure hardware provider to become a
service provider, which can generate sig-
nificant recurring revenues. “If you are
an existing hardware manufacturer, con-
necting your product isn’t just another
feature, it can totally reshape your busi-
ness model,” says Pilgrim Beart, chief
executive and founder of loT manage-
ment company DevicePilot.

Fully embracing loT can give com-
panies unprecedented insight into
not just the condition of their prod-
ucts, but also the user experience.
“Businesses can see when, say, a boiler
is close to failure or when paper towels
in a dispenser are running low. Good
for the vendor, as you're not servicing
products unnecessarily, and good for
customers because of higher availa-
bility levels, as problems are antici-
pated and addressed before they even
occur,” says Mr Beart.

It isn’t only existing products that
are being added to IoT; connectivity
is making entirely new types of busi-
ness possible.

Pilgrim Beart
Chief executive and founder

Smart food waste company Winnow
is one of hundreds of ambitious start-
ups relying on the connectivity offered
by loT. Winnow need to be able to see
what their customers are putting in
waste bins, so they can provide feed-
back around menu planning to help cli-
ents reduce their waste. Without loT,
their service would be impossible to
deliver.

These exciting new loT-driven firms
are highlighting a risk to established
businesses. "It's important that legacy
companies understand the potential
power of loT because to some extent,
if they do not, they will be replaced
by innovative firms with new business
models,” says Mr Beart. “loT is not just
anew product feature, it’s a whole new
way of doing business.”

Businesses no longer have to wait
for customers to call with com-
plaints about products not working.
The connected product can flag up
problems and perhaps even be fixed
before the customer knows. This is a
major opportunity to meet customer
needs, but only if the entire business
becomes more proactive in identify-
ing customer concerns.

Mr Beart has been working at the
cutting edge of loT innovation through-
out his career. In 2006, he co-founded
smart home platform AlertMe, later
purchased by British Gas as the basis
for their Hive offering, an experience
which gave him unique insight into how
loT companies need tools to help them
manage their devices better, rather like
a "Google Analytics for loT”.

“l think loT was definitely in the ‘gim-
mick” category when it first became
known, but after the initial explosion
of creativity, over time the ecosystem
worked itself out and the true value
has been discovered,” says Mr Beart.
“loT is now about delivering essential
services that power our daily lives and
form the basis of business. Whether it

DevicePilot
customer and
loT founder, Erik
Fairbairn, with
his operational
management
dashboards

Reliance on loT technologies
means high uptime levels are

required at all times

be healthcare monitoring, energy pro-
duction or flood defence systems, loT
is everywhere and increasingly driving
our critical systems.”

The growing importance of, and
reliance on, loT technologies means
high uptime levels are required at all
times, especially as the number of loT
products around the world increases
at a massive rate. There will be more
than 30 billion loT devices in opera-
tion by 2020, according to Statista.

“Many loT products are complex
and the underlying technology is
still immature. If you think about an
loT product, there is a long chain of
technologies that all need to work
effectively, from in-built software
to connected cloud platforms and
smartphone apps. The net result of
this complexity is that uptime is often
pretty poor; in our experience, many
loT services struggle to achieve even
90 per cent uptime,” says Mr Beart.

Even a relatively short downtime in
an loT device can damage both the
bottom line and corporate reputation.
Not a week goes by when loT prob-
lems aren’t wreaking havoc. Just a
few weeks ago, smart home security
provider Yale came across an “unfore-
seen issue” during unplanned main-
tenance, leading to reports of some
customers being locked out of their
homes and unable to open their front
doors, or arm and disarm their alarms.

According to Mr Beart, businesses
need a means of monitoring their
customers’ experience closely, so
they can be the first to know about
potential problems and be able to nip
them in the bud.

“Companies need to ask themselves
how large must their user-base grow
before they invest in an loT manage-
ment solution, as the bigger you are,
the harder you fall. As an loT vendor,
you become not just responsible for
your product, but also for the service
that it’s delivering. You can’t just sell

your product and forget about how it
is being used,” says Mr Beart.

In the past, adding connectivity
to a product was a difficult task to
achieve and required firms to build
almost every aspect themselves from
scratch. This time-consuming and
expensive process was not ideal,
especially as the resulting product
would not be compatible with any-
thing else.

But now it’s possible to build many
loT products from off-the-shelf parts,
making it radically faster to build a
high-quality product. A robust oper-
ational management system is one of
the vital loT parts, empowering cus-
tomer support teams and enabling
them to gain actionable insights.

“It’s about the whole customer
experience. If you can’t measure it,
you can’t improve it. A lot of loT busi-
nesses are running blind; they have
no idea what they have deployed and
whether it is working properly,” says
Mr Beart.

Essentially, it’s a problem of scale. If
there are only 100 devices deployed,
it’s entirely possible to understand
them all manually with a spreadsheet.
But as soon as you reach a thou-
sand devices or more, this manual
approach becomes unsustainable.

“For a connected product, you
need a tool to let you see your cus-
tomers’ experience in aggregate, to
make sure it’s a good experience, and
this is what DevicePilot is focused on
perfecting,” Mr Beart concludes.

For more information please con-
tact p.beart@devicepilot.com or visit
devicepilot.com

-‘@.-
devicepilot

0%

uptime achieved by
many loT devices

£250k

additional annual revenue
captured when using an
operational management system

55%

of healthcare organisations
already have loT deployment

30bn

devices expected worldwide
by 2020

10%

loT market share of the
healthcare sector alone

4x

000000000000

reduction in customer support
resolution time with DevicePilot
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LOGISTICS

5G, IoT and
a revolution
in logistics

While mobile phone users and service
providers debate the relative cost and
uses of 5G, the sector most likely to
benefit from the high-performance
network is the logistics industry

BURHAN WAZIR

ince most consumer goods,

such as clothes, TVs or lap-

tops, travel thousands of

miles and change ownership
at least half a dozen times before
reaching their destination, logis-
tics presents an ideal hothouse for
innovation using 5G and internet of
things (IoT) devices.

Theindustry, including shipping,
air and rail freight, is a major UK
employer. Market research shows
more than 56,000 businesses are
directly supported by the sector,
which employs around 2.2 mil-
lion people or 8 per cent of the UK
workforce. The UK’s logistics
industry is also ranked eighth in
the 2017-18 Global Competitiveness
Index, according to the Freight
Transport Association.

Most parcels spend the bulk of
their time in transit dead-zone
areas; goods are initially logged at
manufacturing plants, warehouses
and delivery depots, but little real-
time information exists during the
journeys between these points. The
use of 5G and IoT would deliver live
information to systems that could,
for the first time, follow most items
from factory to customer.

Now imagine a batch of OLED tel-
evision sets produced in a factory in
an industrial zone in China. After
manufacture, the TVs would be

loaded on to a reusable plastic pal-
ette fitted with an IoT sensor. As the
TVs make their way from the factory
to a warehouse, the sensor would
return information about journey
times, traffic surge spots or a change
in ambient temperature. All the
information would be stored in a
cloud and used to improve services.
After delivery, the TVs would be
loaded on to similar plastic palettes,
which would record journey infor-
mation between the warehouse, dis-
tribution centres and customers.

“One of the challenges I have
read about with 5G is of a few early
adopters and pockets of full con-
nectivity,” says Richard Blown,
head of innovation at Hermes. “We
will probably see a greater uptake
by 2022 and full influence of 5G by
2025.” Mr Blown’s role at Hermes’
innovation laboratory in Leeds
helps the company solve possible
future problems by assessing new
technologies such as 5G around 12
to 18 months ahead of introduction.
The team works on proof of concepts
and creates prototypes.

Mr Blown says the adoption of 5G,
enhanced by IoT devices, could offer
a host of new functions to logistics
companies. “The real bonus here
is the actual tracking of packages
with 5G connectivity, low latency,
high speed and wide availability.
With that alone, you have the capac-
ity of having millions of devices
connected at the same time. The

loT receiving the most investment
in transport and logistics

Percentage of chief information officers (CIOs) officers
making moderate to significant investments in the following
@ Transport and logistics ClOs

@ AllCIOs

Internet
of things

Artificial
intelligence/
machine-learning

On-demand
marketplace
platforms

Robotic
process
automation

Augmented/
virtual reality

Blockchain/
distributed
ledger

KPMG/Harvey Nash 2018

information available would be real
time in its nature, whereas currently
we rely on scan points. The real-
time tracking would give us data
with fine-grain accuracy,” he says.

Recent developments, such as
just-in-time deliveries, which were
once only accessible to a select
few, could become mainstream as
5G and IoT devices make tracking
deliveries possible in real time. The
IoT devices would boost efficiency
between warehouses and distribu-
tors, giving customers a clearer vis-
ibility of their deliveries. IoT devices
also benefit from deeper coverage in
traditionally low-connectivity areas
such as garages and basements. This
would occur in tandem with ware-
houses upgrading to robot work-
ers for manual labour and drones
for deliveries.

The IoT tracking devices are key to
any improvements. “For transpor-
tation and parcels, it is very impor-
tant devices run on batteries and
have a long battery life,” says Sofia
Tropé, IoT business developer at
Telenor, the Norwegian multina-
tional telecommunications com-
pany. “Both 3G and 4G devices are
usually very power intensive since
they are repeatedly being switched
on and off. The new IoT trackers

are much more efficient at conserv-
ing energy; they are able to go into a
sleep mode when they are not relay-
ing information.

“Think of it like a ‘do not disturb’
sign on the door of a hotel room. The
deviceitself can tell the network that
it is asleep. When something hap-
pens like a temperature change or a
change in location, it can then wake
up and relay that vital information.”

Few industries better illustrate
the complexity of our global world
than logistics. The British Property
Federation’s 2015 Delivering the
Goods report estimated the sec-
tor’s economic productivity is set
to grow by 83 per cent between 2013
and 2035. The report also calculated
that the ecommerce sector will see a
10 per cent annual increase in trade
by 2021 to £48 billion.

The volume of traffic through UK
ports presents unique opportuni-
ties for IoT and 5G connectivity.
Ports in the UK handled more than
484 million tonnes of goods in 2017,
down by 2.6 per cent on the pre-
vious year. At the same time, UK
ports recorded an 18 per cent rise in
traffic with 24.1 million units pass-
ing through them in 2016, a 1.8 per
cent increase. Growth is also pre-
dicted in areas such as delivery fleet

www.mokanix.io/iot
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The use of 5G and
IoT would deliver
live information to
systems that could,
for the first time,
follow most items
from factory

to customer

management devices and automo-
tive telematics.

The use of 5G and IoT will speed
up transportation of goods by rail,
road and motorway. “There are lots
of areas where improvements could
be visible,” says Mr Blown. “Other
examples would see more connec-
tivity between smart cities and vehi-
cles. Atthe moment, you have alarge
network of vehicles, trailers and car-
riages, hubs and depots in the UK,

and vans delivering parcels. They
don’t often speak to each other. With
5G and IoT, all these vehicles in the
network would have the capability
to talk to each other.”

If you are a fish importer in France,
your reputation relies on you serv-
ing the best and freshest fish in
Paris,” says Ms Tropé. “By knowing
that you can tell your end-custom-
ers when your fish was delivered,
where it was caught and how long it
hasbeen in storage, you can guaran-
tee them the best quality.”

Ms Tropé adds that the trackers
offer myriad other functions for pri-
vate users once price points drop.
“We see a great demand for pet
trackers,” she says. “As an owner,
you could buy a collar with this
technology already installed in it. If
your dog runs away or is dognapped,
you could easily track the animal.
Maybe more importantly, you could
also use the tracker to register how
far the dog has walked each day,
who last walked it and whose turn it
is next. Many dogs spend too much
time on the couch.” ¢

Most important goals when prioritising digital technology
Global survey of chief information officers (CIOs) in transport and logistics

@ Transport and logistics CIOs 4 All CIOs

Improving business
process efficiency

Enhancing the
customer experience

Growing revenue from
existing customers

Attracting new customers —j

Developing new
products and services

Developing new delivery/
distribution methods

|

68%
54%

61%
60%

58%
52%

42%

*

55%

39%
49%

24%
27%

KPMG/Harvey Nash 2018

Commercial feature

British loT proptech
startup delivering a
‘single-pane view’ for
intelligent buildings

Inefficient and costly management of building systems

constrain access to data and deliver a poor experience for
tenants. It’s time for change. Enter the “android-style” loT
platform that gets you back in control

n award-winning UK startup

Gooee is a tech spin-off

from the global lighting

organisation Aurora, whose
serial entrepreneur chief execu-
tive and founder Andrew Johnson
founded Gooee in 2014 with Neil
Salt and Simon Coombes. Gooee
has invested five years in developing
an internet of things (loT) Building
Intelligence Platform unifying build-
ing control, communication, sensing
and data analytics.

Driven by entrepreneurial innova-
tion and value creation, their focus
is on building performance solu-
tions for tenants, facilities manag-
ers and owners. Gooee provides the
necessary hardware and software
that drives significant cost optimi-
sation, operational efficiencies and
enhanced occupant experiences.

To date, the term proptech has
been broadly used to describe a vari-
ety of solutions that focus on real
estate finance. Gooee has developed
aunique way to converge loT, the built
environment and the people within
it to create a truly smart real estate
proposition.

The incumbent dominance of
legacy companies within the building
management sector has caused stag-
nation, where owners, managers and
occupiers struggle to effectively get a
gripon the buildings they inhabit. The
lack of access to data is the issue and
the vast majority of facility managers
claim this is their number-one prob-
lem in addressing these traditional
challenges.

Asone of the largest British startups
in loT proptech, Gooee is disrupting
this space with both innovative tech-
nology and subscription-as-a-service
business models to achieve signifi-
cant cost-savings and higher rentable
value, while enhancing the employee
experience for the occupiers, making
businesses more productive.

It’s about peeling back the layers of
a building, its systems and data, and
bringing it all together, presenting the
infrastructure and data in one place,
and enabling customers to build value
around it - Gooee’s “single-pane view".

But, first, it's necessary to under-
stand why this march to intelligence
is important.

Function vs efficiency
Traditional buildings face three central
challenges: energy, space and people.

Globally, buildings contribute to a
massive amount of energy consump-
tion and this has led to legislation that
demands buildings achieve energy
quotas. Failure to comply will mean
that potential and current develop-
ments will become unrentable.

In a commercial environment, when
looking at space at any given time, 50
per cent is underutilised. At best this
identifies a need to repurpose rented
space, at worst this is expensive and
unnecessary cost.

Finally, people represent 90 per
cent of business costs, but a disen-
gaged employee environment can
cause businesses to lose billions a
year in lost productivity.

Intelligent loT backbone

Gooee helps solve these issues by
converging infrastructure and unify-
ing data sets. Their “android-style”
platform combines technologies to
ensure a more open, accessible and
easily customisable solution.

Gooee’s enterprise-scale, Bluetooth
network plays a significant part in this
solution. Lighting's view into spaces and
dense building coverage makes it an
ideal host for sensing, communications
and beacon technology. Consolidating
multiple systems into one MloT (mesh
internet of things) network backbone
saves significant costs and future-
proofs a building infrastructure.

The aim is to help businesses gain
control, save money and engage
employees or retail customers, using
cloud technology and loT to do this at
scale, across multiple sites.

Value as a service

The convergence of physical infra-
structure and technology will help busi-
nesses drive new services and revenue
opportunities, while building owners
can command a higher rentable rate
because the building is smarter.

50>

of office space is underutilised

JLL Activity Working Report

97%

of real estate industry professionals
agree digital and technological
innovation will impact their business

The Road to Opportunity, KPMG 2018

40,

of global energy demand and CO,
emissions comes from buildings

World Green Building Council and Advancing
Net Zero Initiative

Businesses need to focus on people
going forward and that should drive
this intelligent revolution. Buildings are
now about the connected community,
and about how | can make my business
more sustainable, streamlined, engag-
ing and, ultimately, successful.

Pioneering the "British internet of
things”, Gooee is rapidly expanding
operations across Europe with sig-
nificant design, manufacturing, and
research and development taking
place in the UK.

For more information on creating
intelligent buildings and connected
communities please visit gooee.com

Gcooee)
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TO FIND THAT "UNICORN"
FOR YOUR TEAM?

Assisting businesses across the
loT space in securing the most
sought-after professionals

Assisting the very best talent
in securing . game-changing
opportunities.

Let’s build 'the loT together.
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